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Was sind das fur Gerate?

Es gibt den Router in folgenden Varianten:

* WRT54S v1.0
*WRT54S v1.1
* WRT54G v2.0
* WRT54G v2.2
* WRT54G v3.0
* WRT54GS - v1.0
*WRT54GS -vl.1
* WRT54GS - v2.0

Preis fur WRT54G bei Amazon: 59,- Euro
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Was sind das fur Gerate?

Beispiel Hardware Ausstattung WRT54G v2.2:
- 802.11b/g Funkchip
- 16 MB RAM/4 MB Flash
- 200 MHz MIPS Prozessor
- Integrierter Ethernetchip
- 5 Port Switch

- 2 Antennen
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Was kann der DAU damit machen?

+ WPA und WEP
+ MAC-Filter

+ DHCP-Server
¢ DDNS

+ Application Port QoS
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Was kann der DAU damit machen?

+ Dynamisches und statisches Routing
+ RADIUS Client

+ VPN pass through

o NAT

¢ 4 Checkbox=2n fur Firewallkonfiguration
(z.B. ,Block WAN Requests”)
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Was kann der DAU damit machen?
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Was konnen wir damit machen?

+ Kismet

¢ PoE-Adapter (zum Anschluss PoE-fahiger Gerate)
+ NTP-Server

+ SNMP

+ |Pvo
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Was konnen wir damit machen?

+ Wake-On-LAN
+ WPA

+ VLAN

+ DDNS

¢ SSH-Server
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Was konnen wir damit machen?

¢ RIP2

+ OSPF

+ PPTP VPN

¢ Meshing mit OLSR

+ VPN pass through (IPSec, PPTP, L2TP)

+ OpenVPN oder Openswan
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Was konnen wir damit machen?

+ Samba Client (evtl. externes NAS)
+ Radius Client und Server

+ RFlow

+ Ntop

¢ iptraf
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Was konnen wir damit machen?

¢ Erhohung der Sendeleistung von 28mW auf max. 251mW
(mehr als 100mW sind illegal in Deutschland!)

+ QoS mit iproute2
+ JFFS2 Dateisystem
+ VoIP mit SIP Routing

¢ DNS Server
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Was konnen wir damit machen?

¢ Snort

+ MySQL

* Pppoe

¢ http und https Server
+ syslog

¢ iptables
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Was sagt denn Linksys dazu?

+ 2003 monatelanger Streit mit dem netfilter Projekt um Firmware-
Freigabe

+ Keine Kommunikation mit OSS-Programmierern
+ Firmware unter GPL freigegeben

+ Download von http://www.linksys.com
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Okay, was muss ich tun?

¢ Linksys WRT54g-de (v2.2) von Amazon bestellen
¢ v2.2 nur als ,,experimental” vom OpenWRT-Projekt unterstutzt

¢ Freifunk-Projekt unterstutzt v2.2 offiziell
+ basiert auf OpenWRT
+ speziell fur Meshing angepasst
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Okay, was muss ich tun?

1) Experimentelles OpenWRT-Release herunterladen

2) Firmware Image vom 25. Mai 2005:
http://openwrt.org/downloads/experimental/experimental.tar.bz2

3) Experimentelles Package-Repository:
http://openwrt.org/downloads/experimental/bin/packages
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Okay, was muss ich tun?

1) Ping Hack
2) make
3) tftp
4) telnet
5) Das erste Mal
6) Das Dateisystem
7)
)

8) Netzwerkkonfiguration

Passwort setzen

9) Paketmanagement
10) Paketinstallation
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Ping Test

IP Address or Domain Name:

Number of times to Ping:

1. Ping Hack

L*/n${IFS}show=tmp/ping.log

|5

=

wi_radivs_port=1512
wl_mec_deny=
filter_dport_arps=
filter_dpor_gtp4=
wl_ap_ssid=
filter_dport_arps=
filter=on

wan_unit=0
wli_net_mode=mixed
filter_dport_arpe=

o5 rem_addr=50001 000
filter_dpor_atpv=

wlo_ frameburst=off
filter_dport_arps=
filter_dport_arpa=
ddrs_usermame. 2=
log_ipaddr=0
boardren=01 10
ilomacaddr=00:a0:4c: 510028
ppp_idletime=5
ppp_passumd=
stomacaddr=00:12:17:04:66:57
ddns_enable=0
bootr_wer=2
qos_appporti=0
skip_intel _check=0
wio_ wep - buf=
qos_appportz=0
ddns_hostname_buf=
d1ia_mode=1
warget_dns=192 16510014 522252559 194,252,129
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2. make

Arrow kegs navigate the meru. <Enterr selects subnenus ———>,
Highlighted letters are hotkeys, Pressing < Eele-ctea & Faature:
while <M> will excluds a feature, Press <EscriEscy to exit,. <7 for
Help., Legehd* [%] FEature iz selected [ ] FEaLufE is Eﬂcluded

Operkrt Packagze Selection -—-—-2
ernel Confizuration —3
untime Confizuration ——3
arget Foot FllEEHStEm ST
avice Support  ———>
nad an Alternate Configuration File
-ake EDHFBgUPatLDH to an Alternate File

£Fe il > < Help
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3. tftp

tftp 192.168.1.1
tftp> binary
tftp> rexmt 1
tftp> timeout 60
tftp> trace
Packet tracing on.

tftp> put openwrt-wrt54g-squashfs.bin
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4. telnet

moguinnessdcoyoten: "F telnet 192.,168.1.1
Trgimg 1923681, L0 w0,
Conrnected to 192,168,1.1,
E=zcape character iz '™]'.
Uz 'passud' to =et your login password
this will di=zable telnet and enable 55H

BuzyBox w1, 000 (2005, 06 25-203:30+0000% Built-in shell (ash!
Erter 'help' for a list of built-in commands,

root@penkrt /4 ||
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5. Das erste Mal

root@OpenWrt:/# nvram --help
root@OpenWrt:/# nvram set boot_wait=on
root@OpenWrt:/# nvram get boot_wait

on

root@OpenWrt:/# nvram commit
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6. Das Dateisystem

root@OpenWrt:/# mount

/dev/root on /rom type squashfs (ro)
none on /rom/dev type devfs (rw)
none on /rom/dev/pts type devpts (rw)
/dev/mtdblock/4 on / type jffs2 (rw)
none on /proc type proc (rw)

none on /dev type devfs (rw)

none on /tmp type ramfs (rw)
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7. Passwort setzen

root@OpenWrt:/# passwd

Changing password for root

Enter the new password (minimum of 5, maximum of 8 characters)
Please use a combination of upper and lower case letters and numbers.
Enter new password:

Re-enter new password:

Password changed.
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8. Netzwerkkonfiguration

root@OpenWrt:~# nvram set lan_ifname=br0
root@OpenWrt:~# nvram set lan_ifnames="vlan0 ethl1"
root@OpenWrt:~# nvram set lan_proto=dhcp
root@OpenWrt:~# nvram set lan_proto=static
root@OpenWrt:~# nvram set lan_ipaddr=192.168.100.2
root@OpenWrt:~# nvram set lan_netmask=255.255.255.0
root@OpenWrt:~# nvram set lan_gateway=192.168.100.14
root@OpenWrt:~# nvram set lan_dns=192.168.100.14
root@OpenWrt:~# nvram set wan_ifname=vlanl
root@OpenWrt:~# nvram set wan_proto=dhcp
root@OpenWrt:~# nvram commit

root@OpenWrt:~# reboot
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9. Paketmanagement

(ipkg update, um eine aktuelle Paketliste herunterzuladen)

root@OpenWrt:/# ipkg list
bridge - 1.0.6-1 -
busybox - 1.00-2 -
dnsmasq - 2.22-1 -
dropbear - 0.45-2 -

ipkg - 0.99.145-1 -
iptables - 1.3.1-1 -
kmod-brcm-et - 2.4.30-1
kmod-brcm-wl - 2.4.30-1
kmod-diag - 2.4.30-1 -
kmod-ppp - 2.4.30-1 -
kmod-pppoe - 2.4.30-1 -
kmod-wlcompat - 2.4.30-1 -
openwrt-utils - 1 -

ppp - 2.4.3-4 -
ppp-mod-pppoe - 2.4.3-4 -
wireless-tools - 28.pre6-1 -
zlib - 1.2.2-1 -

Successfully terminated.
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10. Paketinstallation

root@OpenWrt:~# ipkg install tcodump

Installing tcpdump (3.8.3-1) to root...

Downloading
http://openwrt.org/downloads/experimental/bin/packages/tcodump_3.8.3-
1 mipsel.ipk

Installing libpcap (0.8.3-1) to root...

Downloading
http://openwrt.org/downloads/experimental/bin/packages/libpcap 0.8.3-
1 mipsel.ipk

Configuring libpcap

Configuring tcpdump

Successfully terminated.

........................ und viele weitere (kismet, nmap, USW.) .........cccvvvvviviinennn.n,
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